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VIV canh béo 16 hong bao mat dnh hudng
cao va nghiém trong trong cac san pham
Microsoft cong bo thang 06/2023

Kinh gtri: Cac co quan hanh chinh, don vi su nghiép thudoc Bo

Cuc An toan thong tin - B6 Thong tin va Truyén thong tin c6 van ban sb
1024/CATTT-NCSC ngay 21/06/2023 vé viéc canh bao 156 hong bao mat anh
huéng cao va nghiém trong trong cac san pham Microsoft cong bd thang 06/2023
va da phat hanh ban vé vai 69 16 hong bao mat trong cac san pham ctia minh. Ban
phat hanh thang nay dic biét dang cha ¥ cac 16 hong bao mat c6 muac anh huong
cao sau: CVE-2023-32031, CVE-2023-28310, CVE-2023-29357, CVE-2023-33142,
CVE-2023-29363, CVE-2023-32014, CVE-2023-32015, CVE-2023-3079, CVE-
2023-32029, CVE-2023-33133, CVE-2023-33137, CVE-2023-33146.

Nham dam bao an toan thong tin cho hé théng thong tin ctia Quy don vi gbp
phan bao dam an toan cho khong gian mang Viét Nam, Trung tdm Cong nghé
thong tin dé nghi Quy don vi trién khai quyét liét mot sé khuyén nghi sau:

1. Kiém tra, ra soat, xac dinh may st dung hé diéu hanh Windows c6 kha
nang bi anh huong bai 16 hong néu trén, thuc hién cap nhat ban va kip thoi dé
tranh nguy co bi tan cong. (Théng tin chi tiét cdc 16 hong bdao mdt cé tai phu luc
kem theo).

2. Tang cudng theo ddi, giam sat hé thong va sin sang phuong an xir 1y khi
phét hién c6 dau hiéu bi khai thac, tan céng mang.

Trong trudng hop can hd tro xir 1y, dé nghi lién hé dau moi k¥ thuat cua
Trung tim Cong nghé thong tin: D/c Duong Anh Quan - Phong Quan 1y ha tang
& Dit liéu s, dién thoai 0915.091.580, thu dién tur: quanda@cntt.gov.vn.
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Phu luc

Théng tin vé cac 16 hong bao mat trong san pham Microsoft
(Kém theo Cong van sé:  ICV-CNTT, ngay — thing  ndam 2023
cua Trung tam Cong nghé thong tin)

1. Théng tin cic 16 hong bio mat

STT CVE Mo ta Link tham khao

- Piém: CVSS: 8.8 (Cao). https://msrc.microsoft.com/up
- M6 t: 16 héng trong Microsoft date-guide/vulnerability/CVE

CVE-2023-32031 Exchange Server cho phép dbi tuong | -2023-32031.

1 A D~
CVE-2023-28310 | fAn cong thuc thi ma tirxa

7 https://msrc.microsoft.com/up
- Anh huong: Microsoft Exchange | date-guide/vulnerability/CVE
Server 2016, 2019. -2023-28310.

- Piém: CVSS: 9.8 (Nghiém _
trong). https://msrc.microsoft.com/up

N X2 _ date-guide/vulnerability/CVE
- M6 ta: 16 hong trong Microsoft
CVE-2023-29357 | SharePoint Server cho phép dbi | -2023-29357.

CVE-2023-33142 | twong thn cong thyc hién nang | hitps:/msrc.microsoft.com/up
cao ddc quyen. date-guide/vulnerability/CVE

- Anh  huong:  Microsoft | 2023-33142.
SharePoint Server 2019

. https://msrc.microsoft.com/update
-Diém: CVSS: 9.8 (Nghiém trong) | - guide/vulnerability/CVE-2023-
- M6 ta: 16 hdng trong Windows | 29363

CVE-2023-29363 | Pragmatic General Multicast (PGM) | htps://msrc. microsoft.com/update
3 CVE-2023-32014 cho phép dbi tuong thn cong thyc thi | -guide/vulnerability/CVE-2023-

CVE-2023-32015 | matirxa 32014
- Anh huong: Windows Server, https://msrc.microsoft.com/update
Windows 10/11. -guide/vulnerability/CVE-2023-

32015

-Piém: CVSS: N/A

- M ta: 15 hong trong JavaScript V8
cho phép ddi tuong tin cong co thé
thure thi cac doan mi véi quyén ctia
nguoi ding cuc bo. LS hong ndy dang
bi khai thac trong thurc té.

- Anh huong: Microsoft Edge
(Chromium-based)

https://msrc.microsoft.com/update
-guide/vulnerability/CVE-2023-
3079

4 CVE-2023-3079



https://msrc.microsoft.com/update-guide/vulnerability/CVE
https://msrc.microsoft.com/update-guide/vulnerability/CVE
https://msrc.microsoft.com/update-
https://msrc.microsoft.com/update-

CVE-2023-32029
5 CVE-2023-33133
CVE-2023-33137

- Biém: CVSS: 7.8 (Cao)

- Mo ta: 16 héng trong Microsoft
Excel cho phép dbi tugng tan cong
thurc thi ma tir xa.

- Anh hudéng: Microsoft EXcel,
Microsoft Office.

https://msrc.microsoft.com/up

date-quide/vulnerability/ CVE

-2023-32029

https://msrc.microsoft.com/up
date-guide/vulnerability/ CVE

-2023-33133

https://msrc.microsoft.com/up
date-guide/vulnerability/CVE

-2023-33137

6 CVE-2023-33146

- Piém: CVSS: 7.8 (cao)

- Mo ta: 16 héng’ trong Microsoft
Office cho phép do1 tuong tan cong
thuc thi ma tir xa.

- Anh hudng: Microsoft Office,
Microsoft 365.

https://msrc.microsoft.com/update
-guide/vulnerability/CVE-2023-
33146

2. Huéng dan khic phuc

Bién phép tot nhat dé khac phuc 1a cap nhat ban va cho céac 16 hong bao mat
néi trén theo hudng dan cta hiang. Quy don vi tham khdo cac ban cap nhat phu
hop cho céc san pham dang sir dung tai link nguén tham khao tai muc 1 cua

phu luc.

3. Tai liéu tham khao

https://msrc.microsoft.com/update-guide/

https://www.zerodayinitiative.com/blog/2023/6/13/the-june-2023-security-

update- review.
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